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ABSTRACT
The scope of this article is to clarify the current legal and
political situation related to electronic surveillance on the
one hand, and to export regulations for encryption soft-
ware on the other hand. We will look at different interna-
tional agreements, such as the UKUSA agreement and the
Wassenaar arrangement, and elaborate on current encryp-
tion techniques falling under these regulations. This dis-
cussion is then followed by introducing the basic concepts
of steganography and digital watermarking which could be
used for secret communication. As a consequence, we pro-
pose an original way to legally bypass the international ex-
port regulations using these technologies. To this end a
new watermarking technique is proposed, which is robust to
JPEG2000 compression and provides a good channel capa-
city. The efficiency of the proposed technique is analyzed by
means of simulations to allow for secure communications.
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1. INTRODUCTION
In the digital age, the need to rely on secure communications
is an important matter not only for diplomatic or military
purposes, but also for business purposes such as e-commerce,
marketing strategies and financial secrets. Moreover, vari-
ous agencies increasingly focus on the collection of sensitive
information such as in corporate espionage.

In Section 2, we recall the UKUSA agreement and the ECH-
ELON network, both cited officially for the first time in a
survey [22] in the context of technologies of political control.
This triggered the European Parliament to ask for a more
in-depth study on the development of surveillance technolo-
gy and the risks of abuse of economic information ([3], [5],
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[17], [4]).

As explained in [17], one obvious solution against these risks
would be to use cryptography, on which we concentrate in
Section 3.

In Section 4 we look at the legal aspects, related to the ex-
port restrictions on cryptographic software which have been
recently introduced under the leadership of the USA. The
focus is on the Wassenaar Arrangement ([21]) on Export
Controls for Conventional Arms and Dual-Use Goods and
Technologies which is the successor of COCOM (Coordinat-
ing Committee for Multilateral Export Controls). The goal
of the arrangement is to restrict movements of potential-
ly dangerous technologies such as biological, nuclear, and
chemical weapons, missiles, artillery, and, since December
1998, encryption software. We will show that the security
of the ”free-exportable” cryptoproducts is not guaranteed.
Therefore the question arises, if you want to communicate
in a secure manner, do you have to break law? Not quite!

A technical and legal solution is provided by steganography
and digital watermarking which we will review in Section 5.

Finally, section 6 provides an overview of the technique used
in this article for hiding additional information in a video
sequence and will report some of the performance results.

2. THE UKUSA AGREEMENT AND THE
ECHELON NETWORK

In 1947 ([2]) the governments of the United States, the Uni-
ted Kingdom, Canada, Australia and New Zealand signed
a national security pact known as the United Kingdom -
United States (UKUSA) agreement. The intention of the
agreement was to seal an intelligence bond in which a com-
mon national security objective was created. The UKUSA
agreement standardized terminology, code words, intercept
handling procedures, arrangements for cooperation, sharing
of information, and access to facilities. The more impressive
realization of the UKUSA agreement is the ECHELON net-
work. It was exposed in detail for the first time in 1996 in
Nicky Hager’s book [9]. All written communications such as
telex, fax, and e-mail are intercepted at the Waihopai station
and then fed into computers. The computers automatically
search through everything as it arrives at the station with
the help of a dictionary program. This program picks out



all the messages containing target keywords and numbers.
Thousands of simultaneous messages are read in ’real time’
as they pour into the station, as the computer finds intelli-
gence needles in the telecommunications haystack. Encryp-
tion is an appropriate counter-measure to fight the spooks
operating at satellite tracking stations run by the NSA –
in Australia (Geraldton), England (Morwenstow), the U.S.
(Sugar Grove and Yakima) and other places.

3. CRYPTOGRAPHY
3.1 Secret-key cryptography
Without any doubt, the most widely used block cipher is
the Data Encryption Standard (DES, [7]). Acknowledged
as FIPS 46 in 1977, DES uses a secret key of length 56 bits,
while the blocks have a length of 64 bits. Because of the
existence of the DES-cracker constructed by the Electronic
Frontier Foundation ([8]), symmetric algorithms using secret
keys of length ≤ 56 bits should no longer be considered as
secure.

3.2 Public-key cryptography
Public key algorithms are usually based on one of the fol-
lowing mathematical problems:

• Integer factorization problem (IFP): RSA and Rabin-
Williams.

• Discrete logarithm problem (DLP): DSA, key exchange
of Diffie-Hellman, coding methods of El Gamal, digi-
tal signature of El Gamal, of Schnorr, and of Nyberg-
Rueppel.

• Discrete logarithm problems for elliptic curves over Fp

or over finite fields of characteristic 2 (ECDLP): these
are analogous to the algorithms mentioned above.

A standard [11] provides a reference for specifications of a
variety of techniques from which applications may select.
The draft [11], which started as the ”Standard for Rivest-
Shamir-Adleman, Diffie-Hellman, and Related Public-Key
Cryptography”, became a IEEE-standard in the first half of
2000. It includes in particular elliptic curves cryptosystems,
which offer the highest strength-per-key-bit of any known
public-key system. For example, with a 112-bit modulus, an
elliptic curve system offers the same level if cryptographic
security as DSA or RSA with 512-bit moduli.

4. LEGAL ASPECTS
Although very secure secret-key and public-key cryptosys-
tems do exist, it does not mean that privacy and corporate
secrets are protected. One has to pay attention to legal
aspects (see [13]). On November, 1993 in The Hague, the
representatives of the 17 member countries of COCOM de-
cided to dissolve COCOM and rethink its function into the
post cold war era. This decision was confirmed in Wasse-
naar (Holland), and effective on March, 1994. At this date,
33 countries, including the countries of the EU and - partly
overlapping - of the UKUSA agreement, are participating
states of the Wassenaar Arrangement. Concerning informa-
tion security, very important changes were made during the
last meeting of the representatives in Vienna on December,

1998 ([21]). They concern the category 5, part 2, entitled
Information Security. In short, the part 5.A.2 specifies that
are under control the systems, equipments and components
using (directly or after modification):

1. a symmetric algorithm (like DES) employing a key
length in excess of 56 bits for niche markets and 64
bits for mass market applications ; or

2. an asymmetric algorithm where the security of the al-
gorithm is based on any of the following:

• Factorization of integers (like RSA) in excess of
512 bits;

• Computation of discrete logarithms in a multi-
plicative group of a finite field (like DSA) of size
greater than 512 bits; or

• Discrete logarithms in a group other than men-
tioned above in excess of 112 bits.

Unfortunately, the security-level of the free-exportable pub-
lic key cryptoproducts is obsolete: Shamir [20] described a
hardware based method to factorize very quickly RSA-512
bits. Also, as pointed out in [16], the level of security offered
by a 64-bit symmetrical encryption is roughly equivalent to
the protection offered by 768-bit RSA. It would be therefore
logical to set the limit for RSA keys to be at 768 bits in the
Wassenaar Arrangement, although considered as breakable
since 1995 (see [16]).

5. USING DIGITAL WATERMARKING TO
BYPASS THE WASSENAAR ARRANGE-
MENT

To our knowledge, two solutions exist to bypass legally the
Wassenaar Arrangement. Rivest’s Chaffing and Winnow-
ing’s method ([19]) relies on digital signature, and as such
involves some techniques that are usually included in cryp-
tography area. We focus here on a complementary although
different approach: steganography and digital watermark-
ing.

Two main goals of encryption are secrecy and privacy. That
is, a non authorized party should neither be able to read the
information, nor should it be possible to identify a secret
communication. Steganography [1] and digital watermark-
ing [10] are two related technological concepts, both pro-
viding a similar functionality as encryption. However, the
difference with encryption is that the message to be trans-
mitted is not encrypted, but hidden in the cover data under
use of a secret key, resulting in the stegano data. In the re-
covery process, the message is extracted from the cover data
under use of the same secret key. In some cases, especially in
digital watermarking applications, the original data is also
required in the watermark detection process.

From a functional point of view, steganography and water-
marking are equivalent, that is both methods hide a mes-
sage in the cover data and allow for the recovery of the
message given the stegano data. Furthermore, both meth-
ods have the requirement of transparency which says that
the stegano data should not be perceptually different from



the cover data. However, the difference between the two ap-
proach is related to the robustness of the hidden message.
Robustness in this context describes the behavior of the sys-
tem if the stegano data has been modified. In steganogra-
phy, it is usually not possible to recover a message from the
modified stegano data. However, in digital watermarking,
message recovery is possible, even if the stegano data has
suffered from distortion, for example through modifications
such as lossy compression, filtering or geometrical transfor-
mations. Of course, for increased robustness the user has to
pay a price, which is in general a reduction in the channel
capacity. In other words, in digital watermarking applica-
tions the message is usually shorter than in steganographic
methods.

6. A WATERMARKING ALGORITHM TO
BYPASS THE WASSENAAR ARRANGE-
MENT

Existing watermarking techniques (see [6], [10], [15]) are de-
signed with image authentication and/or copyright protec-
tion in mind. Thus, they provide fair robustness against
specific kind of attacks: geometrical distortions, image com-
pression, noise addition, filtering, etc. A steganographic use
of a watermarking technique will not benefit from a robust-
ness to all of these attacks, because the host image is simply
used as a container. Only a resistance to image compres-
sion is required, to enable transmission of the watermarked
image using standard image compression techniques (lossy
JPEG or JPEG2000 [12] for example).

Our watermarking scheme provides data hiding and retrieval
with the use of a secret key; the unmarked image is not re-
quired to retrieve the hidden information and the method
provides an integrity check on the embedded data. A secret
key is used to generate a binary random sequence, which is
is mixed with the actual watermark before the embedding
process. Without the key, it is not possible to extract the
watermark; it’s even not possible to prove the existence of
a watermark hidden in an image. The integrity of the re-
trieved watermark is asserted using a simple but efficient
CRC-16 checksum [18]. This checksum is useful, because we
can not tolerate a single bit error in the retrieved informa-
tion. Our watermarking technique doesn’t require the orig-
inal (unmarked) image to retrieve the watermark. This is
possible by embedding a redundant watermark, hence intro-
ducing some known correlation in the host image. Our tech-
nique is based on the amplitude modulation technique[14]: in
summary, the wavelet decomposition of the blue channel of
the image is computed, and each of the wavelet coefficients
is modified to embed a single bit of the watermark:

C
′
i = Ci

�
1 + (−1)bi+ri(σ)α

�
, (1)

where Ci is a wavelet coefficient, C
′
i the modified wavelet

coefficient, α is the strength of the embedding process, bi

one bit to embed and ri a random number based on the
key-seed σ.

To estimate the capacity of this method, and its resistance
to the upcoming standard JPEG2000, we’ve performed a se-
ries a simulations. First, the length of the watermark is set
(for instance 256 bits). Then, different strength values α are
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Figure 1: Given the watermark length (32 or 256
bits) and the strength of the watermark, this graph
gives the minimum JPEG2000 compression ratio
that still allows full recovery of the watermark from
the JPEG2000 compressed host image.

taken. Because our main goal is capacity and because the
host image will be highly compressed with the JPEG2000
lossy coder, it does not matter if the watermark is slightly
visible after choosing a high value for α. Then, given the
length and the strength of the watermark, 200 different em-
bedding steps are performed on 4 different test images (lena,
bike, cafe and woman, 512× 512 pixels), using random hid-
den data and secret keys. The 800 covers images are then
compressed with the JPEG2000 coder at various target bit-
rates. Finally, we determine the minimum bitrate that still
allows the complete recovery of the watermark from our 800
covers images after the compression. The results are depict-
ed in Fig. 1. Statistically, the probability of watermarking
recovery error having chosen a compression ratio given by
Figure 1 is less than 1/800 = 0.125%.

We can of course generalize the method to a video sequence
coded with MotionJPEG2000 (each frame of the video is
coded with JPEG2000). With 256 bits, it is possible to
to encode 34 characters of plain English. Of course, this
capacity can be expanded if we entropy encode the secret
message. Through a simple calculation, we can see that a
30-seconds video sequence (25 frames per seconds) can hide
more than 25 000 characters (equivalent of 3 pages of text)
and be relatively robust up to a compression of 10:1.

7. CONCLUSION
The introduction of legal barriers on export of cryptosoft-
ware is officially a way to counter terrorism and organized
crime. Although these two threats have to be very care-
fully considered by ad-hoc organizations, this article shows
that these measures in reality do not provide a valuable help
against them, for at least two reasons:

• The first one is technical: This article presents a simple



and efficient algorithm to hide a secret message inside
a compressed image sequence, and provides some proof
of efficiency. Hence using digital watermarking makes
possible to bypass those restrictions.

• The second one is common sense: which terrorist or
criminal would ask for a permission to use crypto-
software? Moreover, such softwares could be down-
loaded from the Internet, or even developed by mod-
erately well-founded organizations.

The measures described in the part 4 of this article indeed
have perverse consequences: From a technical point of view,
they facilitate eavesdropping (see section 2) and hence may
constitute a handicap for ”honest” people and corporations.
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